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1. Overall Description:

SA3 would like to thank SA2 for the reply-LS on FN-RG authentication and related questions.
In the reply to Question 4, SA2 states the following:
"It is SA2’s understanding that FN-RG itself is not authenticated but that there is an authorization of the Line ID used when connecting the FN-RG. It is SA2’s assumption that there is a chain of mutual trust between W-5GAN and 5GC based on knowing the Line ID, and that W-5GAN is a trusted entity that originates NAS on behalf of an FN-RG. SA2 would appreciate views from SA3 regarding this assumption. These aspects related to authorization are within the remit of BBF and SA3, including the trust model of scenario 2. Current SA2 agreed solution assumes that there is no need for a new 3GPP-defined authentication method."

SA3 would like to comment the following:

On the assumption that there is a chain of mutual trust between W-5GAN and 5GC based on knowing the Line ID: The W-5GAN is an access network. It therefore seems reasonable that mutual trust between W-5GAN and 5GC is established in a similar way as for other cases of mutual trust between access and core network, e.g. the case where a gNB connects to 5GC. SA3 studies the interface between W-5GAN and 5GC in Key Issue #3: "Transport security for the interfaces between W-5GAN and 5GC" of TR 33.807. Transport security solutions like IPsec and TLS are normally based on underlying authentication between the endpoints, so it is expected that solutions to Key Issue #3 also would justify mutual trust between W-5GAN and 5GC. See for example clauses 9.2 and 9.3 in TS 33.501 that specify how the N2- and N3-interface are protected in Rel-15. 
On the interface between FN-RG and W-5GAN, SA3 comments BBF's LS S3-190032 in the reply-LS S3-19xxxx
.

If for both the interfaces (FN-RG and W-5GAN, W-5GAN and 5GC) mutual trust is justified, then there is a chain of mutual trust between FN-RG and 5GC, and W-5GAN is a trusted entity that may originate NAS messages on behalf of an FN-RG.
2. Actions:

To SA2 group.

ACTION: 
SA3 asks SA2 to take the above feedback into account.
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